RISK ASSESSMENT & MANAGEMENT part 1

Part 1 explores an overview to risk assessment and management.  

Part 2 goes into detail about looking at each risk and a method for deciding whether it is acceptable or not.

Introduction to the problem

Taken from: http://www.internalcontrolsdesign.co.uk/rating/index.html
This page is for people who want to learn how to come to a rational conclusion when posed with some difficult decisions about an uncertain future (= risk assessment and management).
Coming up with something logical and practical is hard. Partly this is because quantifying risks is hard. Often there is little data to back up gut feeling. 
· A risk may be something for which there is no relevant history. 
· Gut feeling is notoriously unreliable. 
· Other problems include the fact that risks combine in ways that are difficult to think about and quantify
Despite this, amazing things can be done by very intelligent people, backed by extensive empirical data and computers, to quantify and visualise risks, often discovering things intuition did not bring to light.  Unfortunately, in other settings this sophistication is not available or hard to justify. 
Many risk ratings are done by asking groups of people to make subjective ratings and many of these are fundamentally flawed. 
What is Risk?
Taken from: http://gridreliability.nist.gov/Workshop1/SiteAssessment.pdf  accessed 13.4.2008 2014h; Joe Higgins Staff Engineer Sun Labs, Robert Sewell Senior Staff Engineer, Sun Microsystems
We associate the word “Risk” with something that has a chance of producing an adverse outcome

· What can go wrong?

· How likely is it?

To understand Risk, we need to be able to:

· Identify the various scenarios leading to adverseoutcomes

· Assess the scenario consequences/outcomes

· Assess the scenario likelihoods

The Concept of Risk
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Goal of Risk Management: Reward-Risk Target
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Communicating Risk:
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Generalized Approach to Risk Quantification

For each unscreened hazard/risk:

1. Identify a complete set of possible adverse scenarios  (not every outcome will be a catastrophe, but work out the range)
2. Quantify consequences of each scenario

3. Quantify likelihoods of each scenario

Examples of Catastrophe Risk

Fire, Earthquake, Flood, Tornado. Airplane Crash

Etc
Okay, so you it’s unlikely that what you’re involved with is anything as big as these.  But even in your organisation, there can be near-catastrophic outcomes for that organisation.  Work out what these might be.
Risk Quantification

Now decide if risk is acceptably low, and if not, what is the most effective risk mitigation strategy
Decide on a design that explicitly achieves a desired safety or reliability level
Then monitor the system; something like this is what you should be thriving towards: 
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